Vulnerabilities iIn a Connected Future

“Smarthomes, Smartcars, IPv6, and Biometrics”
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(Not everyone can afford the Clapper!)




Focus on the Elderl

My sons hit me, says wheelchair-bound man

Wheel-chair bound Mr Lo Ghee
Chua, 80, has accused two of his
sons of slapping him. He is with
another son, Mr Loh Peng Boo, 42.

The 80-year-old alleges that two of his sons slapped him and one had tried to push his wheelchair down a slope

































Attack Vectors







1K the employees







nformation with others.



















Ethernet Over Poger

— We are In the process of determining just how far
and it is still in early in the research.

— This danger is compounded when in places such as
an apartment complex, office complex, or
skyscraper.

— This means an attacker could be
* |n the next house?

* |n the next apartment?
* |n the next office space?
















Video Services

* Marketed toward safefy,m that can always

backfire.

— Sentinel Vision uses this to market fear. Look at this

from thelr S|te not worried very well.

COur data center automatically processes this
information and then sends images, audio and
text alerts to the customers' and to thEir‘
designated contacts' telephanes, cellular phones,
image capable cellular phones, pagers, email
addresses and optionally to our professional
monitaring center,

Feel secure with panic service
To use Sentinel Vision's m:uhhc.atmn SErvices, a

customer places a small, ig
(SafeScout) in their home or workplace and plugs in g d telephone cords
just as they would with a common telephone
answering machine. The Customer then registers
online or directly with a Sentinel Vision Customer
Service Agent,

During the registration process, the customer
specifies who will receive notifications of events.
The entire set-up process usually takes less than
15 minutes,
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http://www.ceiva.com/




















































Smartcars/Vehicle Tracking

— GPS Tracking and Remote Control of your vehicle
— "Keep teh children safe”

nttptffwww.onstar. com = ONSTAR | HELFFULINFO | HOW DO TUSE OF _ | O

Helpful Info

Does OnStar know where I am all the time?

Mo, OnStar does not continuously or routinely monitor,
update or otherwise track the location of OnStar-equipped
cars. OnStar only knows the location of a car when a user
initiates a request for service, there is an Air Bag

Deployment, an Advanced Automatic Crash Notification
occurs, your Onstar equipment calls OnStar with data
updates or when required to locate a car by a valid court
order in criminal procedures or under exigent
circumstances. OnStar requires police involvement for
Stolen Vehicle Location Assistance and missing person
requests,










YOU Tracking %

* Cell Phone TriangiSnen

— Only happens in TV and movies, right?
— WRONG!!!
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Bomb Suspect Traced by Cell Phone

uF'F:IHT E mMaIL L RAMTS + RAVES

# | B Also by this reporter

Firefighters waork on Ariz. prote

SAM JOSE, California -- Mailbox bomb suspect Luke Helder
made a crucial mistalke while on the run: He turned on his
cell phone,

Rain can't dirm MY, gay pride p
Kurdish immigrants facing pris:

wvacuations on M

As soon as he activated it, FBI agents quickly triangulated
his position between two rural towns and had him in
handcuffs within an hour Tuesday, according to Nevada

authorities, Special Partner Pro







YOU Tracking

#

— Not just for the Feds anymore!!

___]l___ FAQ | Features | Demo | Starter Kit | Sign Up | Login | Forums | Support
4w \AccuTracking

: i‘ Eyes

at Your Fingertips

HOME SERVICES FEATURES DEMO STARTERKIT PRICING LOGIN  FAQ SUPPORT FORUMS STORE ABOUTUS

User Login

Low Cost GPS Tracking with AccuTracking

u.-;,-err.ame; y - - No need for expensive devices

- Easy to use

F'assword: i, T— : : '_ . s ) - Online tracking 24/7

Forgot
password

DEMO

|_ Remember me

i = | GPS Cell Phone Tracking & GPS Vehicle Tracking

AccuTracking software turns your Motorala iDEM cell phones or RIM BlackBerry phones carried by Mextel or
SouthernLIMC into a GPS tracking device. The AccuTracking online GPS cell phone tracking service lets you see
real-time locations, speed, and headings of your children/family members or carsivehicles, and receive email or SMS
alerts when they move across the designated areas or exceeds speed limit. Your uttimate low cogt realtime vehicle
locator, child locator. Starter Kit Sales









http://www.thc.org/













-present in the

Dear Veteran:

The of Velerans Affairs (VA) has
aloctronic data from the VA, which he was not authorized to

icles. The s home was burglarized and this data '
%kaﬂﬂumﬂmﬂyW,uﬂ“d ith for up to 26.5 millon

b
veterans and some spouses, as well as some disabilty ratings. As a resull of this incident infomation

dentifiable with you was potentially exposed 1o others. 1t is rportant to note that the affectad data did
not include any of VA's electronic haalth records or any inancial infomation



















